
PROCEED INGS

SYMPOSIUM ON HEALTH DATA LINKAGE

57

The use of probabilistic record linkage, public key cryptography and 
trusted third parties to improve the protection of personal privacy and 
confi dentiality in disease registers and tissue banks

Tim Churches
Medical epidemiologist, Epidemiology and Surveillance Branch, New South Wales Health Department, 

Locked Mail Bag 961, North Sydney NSW 2059, Australia, email tchur@doh.health.nsw.gov.au, 

ph: +61 2 9391 9193, fax: +61 2 9391 9232

Abstract

Disease registers (DRs) aim to collect information about all 
instances of a disease or condition in a defi ned population. 
Traditionally DRs have required that notifi cations of cases of 
the target diseases be fully identifi ed with items such as name 
and date of birth so that multiple notifi cations relating to the 
same case can be identifi ed and merged. However, growing 
concern over the privacy and confi dentiality aspects of DRs 
is beginning to hinder their operation, particularly in Europe. 
An alternative method of operation is proposed which involves 
splitting the personal identifi ers from the medical details at 
the source of notifi cation, and separately encrypting each part 
using asymmetrical public key cryptography. The identifying 
information is sent to a single population register (PR), and 
the medical details to the relevant DR. The shared PR does 
not need to capture identifying details of every person in the 
population, only those of people notifi ed to a DR. The PR uses 
probabilistic record linkage to assign a unique personal iden-
tifi cation (UPI) number for each person notifi ed to it. This 
UPI is shared only with a single trusted third party whose only 
function is to translate between the UPI and separate series of 
personal identifi cation numbers which are specifi c to each DR. 
The proposed scheme, which extends an algorithm described 
by Blobel et al. in 1995 for use in German cancer registries, 
would also allow linkage of records between DRs with minimal 
extra effort, under the supervision of a trusted third party. The 
scheme is directly extensible for use with tissue banks and other 
repositories of genetic material as well as disease registers and 
other health status or health event data collections. With 
the exception of a probabilistic record linkage engine, all of 
the components required by the proposed scheme are raedily 
available in the form of reliable and well-tested free, open 
source software. It should be possible to retrofi t existing health 
information systems to interoperate with the proposed system 
without enormous effort or expense.

Introduction

It now appears that wealthier nations are on the threshold of 
a minor revolution in the delivery of health care – a revolution 
mediated by highly affordable computers, electronic health 

records and ubiquitous access to national and international 
networks such as the Internet. These developments promise 
substantial improvements in the quality of health care and the 
effi ciency with which it can be delivered. They also present a 
number of concomitant challenges. One particular challenge 
– that of protecting individual privacy and maintaining confi -
dentiality in an environment in which large volumes of health 
information can be copied and transmitted ad infi nitum in just 
seconds – is attracting increasing attention from health care 
providers, regulators and consumers alike.

An example of these concerns can be found in the recent 
debate in Britain (and elsewhere) over the automatic transfer of 
personal health information to disease registers, either with or 
without explicit and informed consent [1] [2] [3] [4] [5].

This paper does not attempt to address the philosophical 
and societal issues underlying such debates. It does however 
describe a technological solution which would enhance the 
protection afforded to the large volumes of often highly con-
fi dential personal health information which disease registers 
necessarily accumulate.

Cancer registries are perhaps the best known type of popula-
tion-based disease register. However, over the last few decades, a 
number of other types of disease register have been established 
in many countries. These include registers of birth defects, 
diabetes and chronic infectious diseases.

The core function of all such registers is to measure the inci-
dence or prevalence of their respective target diseases or condi-
tions in a defi ned population. Some registers have additional 
functions, such as providing population-based cases for case-
control or cohort epidemiological studies, or collecting infor-
mation which can be used to monitor the effectiveness of the 
treatment and clinical management of their target disease.

Traditionally, disease registers have required that health service 
providers notify them of each instance of the target disease or 
condition by forwarding details of the instance, together with 
identifying information for the person to whom it relates.

Notifi cations to most disease registers need to be identifi ed to 
enable the register to assemble a single record for each unique 
case of the target disease from the multiple notifi cations which 
might be received about that case. For example, a patient might 
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receive a clinical diagnosis of a particular type of cancer from 
their general practitioner, who will send a notifi cation to the 
relevant cancer registry. A fi ne needle biopsy of the tumour 
may be taken, and this will result in a histopathology labora-
tory sending another notifi cation to the cancer registry. The 
patient may then be admitted to hospital for surgery, which 
results in yet another notifi cation of the same case to the cancer 
registry. Such redundancy in the notifi cation process is desir-
able because it minimises the likelihood of a case being over-
looked by the disease register, but also means that the disease 
register must be able to determine that all these notifi cations 
relate to a single case of disease in an individual patient.

Disease registers have successfully used this method of opera-
tion for many decades. However recent advances in comput-
ing, cryptography and communication networks have made 
alternative methods of operation possible.

Related work

The idea of linking fi les by a trusted third party using only 
“identifi ers” appears to have been fi rst described by Boruch 
and Cecil [6] in 1979 in the context of linking social surveys 
to administrtaive data held by social services agencies. Subse-
quently, Pommerening, Miller, Schmidtmann and Michaelis 
[7] described a similar method, to be used for improving 
privacy and security in cancer registries, necessitated by changes 
to German privacy legislation. Their method involves dividing 
the cancer registry into two operationally distinct offi ces. The 
fi rst offi ce receives notifi cations and handles all communication 
with notifying health care providers. The personal identifi ers 
on each notifi cation are encrypted before passing the records to 
the second offi ce which links the new data to its database using 
the encrypted identifi ers. Blobel provides further details of this 
system [8]. A related method for protecting the confi dentiality 
of clinical records through “secret splitting” was later described 
and patented in the USA by Ho [9] [10]. Kohane, Dong and 
Szolovits [11] have described a system, the Health Information 
Identifi cation and De-identifi cation Toolkit (HIDIT) which 
provides a framework of unique personal identifi ers of varying 
scope.

The system proposed in this paper combines a method similar 
to that described by Blobel with public key encryption tech-
niques widely used in “e-commerce” to secure electronic fi nan-
cial transactions. A trusted third party is used to act as a non-
privileged intermediary between parties and to provide a series 
of limited-scope unique personal identifi ers, similar to those 
used in the HIDIT system. For the sake of convenience the 
proposed system will be referred to henceforth by the acronym 
PKISS (Public Key Infrastructure and Secret Splitting).

Public key cryptography

PKISS relies on public key cryptography to ensure that any 
information exchanged between parties can be read only by the 
intended recipients. Public key cryptography uses properties of 
large prime numbers to encrypt data using a pair of comple-

mentary keys (equivalent to passwords) belonging to each party 
[12]. These are known as the public key and the private key. 
The public key is published and can used by anyone wishing to 
encrypt information in such a way that it can only be decrypted 
(read) by the holder of the matching private key, and by no-one 
else. In practice, due to effi ciency considerations, public key 
encryption and decryption algorithms are used to pass “session 
keys” securely between parties and these session keys are used 
with conventional encryption algorithms to protect the actual 
data – however, the effect is the same as if the entire message 
is encrypted or decrypted using public or private keys. Each 
party’s private key can also be used to digitally “sign” messages 
to guard against tampering or substitution of the contents of 
the message during transit and to prove to the recipient that 
the party sending the message is in fact whom they claim to 
be. Usually a trusted agency known as a certifi cate authority 
handles the distribution of public keys and vouches for the 
authenticity of the other parties involved. Together, these facili-
ties are often referred to as public key infrastructure (PKI).

Elements of the system

For the purposes of describing the system, the following defi -
nitions will be used.

A Disease Register is an organisation which collects relevant 
information about all incident or prevalent cases of a particu-
lar disease or condition which occur in a defi ned population. 
Usually the information collected includes demographic details 
of the person in whom the disease occurs and medical details of 
the specifi c diagnosis, disease or condition. Information about 
the treatment, complications and outcomes (such as death) in 
each case may also be collected or obtained from other sources 
such as death registers.

Health Care Providers are organisations or individuals which 
provide some form of health care service to patients (persons) 
and which are therefore in a position to capture the informa-
tion about health events which might be required by a Disease 
Register. Examples of Health Care Providers include hospitals, 
general practitioners and pathology laboratories.

A Notifi able Health Event is any event about which a Disease 
Register requires information. Examples of Notifi able Health 
Events include the diagnosis of a new case of cancer, an admis-
sion to hospital for a particular reason, or births and deaths (in 
which case the statutory body responsible for registering vital 
events is regarded as a type of health care provider).

The Population Register is a trusted agency which is organisa-
tionally and physically distinct from all other parties which par-
ticipate in the system. The function of the Population Register 
is to maintain a database of personal identifying information, 
such as name, date of birth, sex, country of birth and residen-
tial address. The database is used to assign a unique Population 
Register identifi er (ID), typically a number, to each person of 
whom the Population Register is notifi ed (which is not neces-
sarily every person in the wider population). However, unlike 
other widely used unique identifi ers such as the NHS Tracking 
Number, the Population Register ID is divulged to only one 
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other party: the Identifi er Translation Agency.

The Identifi er Translation Agency is another trusted third 
party which is organisationally and physically distinct from all 
other parties (including the Population Register) which par-
ticipate in the system. Its role is to translate the unique identi-
fi er assigned to each person by the Population Register into a 
separate unique identifi er which is specifi c to both each person 
and to each of the Disease Registers which participate in the 
system. This person and Disease Register-specifi c identifi er 
(again typically a number) is shared only with the Disease 
Register to which it relates and with no-one else. The Identi-
fi er Translation Agency also provides temporary storage and 
forwarding facilities for encrypted messages, although this 
role could also be handled by yet another trusted agency if 
required.

Flow of information

The following sequence of message exchanges and operations 
correspond to the numbers in Figure 1.

A Health Care Provider produces or captures information 
about a Notifi able Health Event, such as the diagnosis of a case 
of cancer.

The Health Care Provider’s information system sends a Health 
Event Notifi cation message to the Identifi er Translation Agency. 
This message comprises two parts. The fi rst part contains only 
the personal identifying details (such as name, address and date 
of birth) of the person to whom the Notifi able Health Event 
relates. These identifying details are encrypted by the Health 
Care Provider’s information system using the public key of 
the Population Register, effectively rendering the information 
unreadable by any party other than the Population Register. 
The second part of the message contains only the medical or 
other details of the Notifi able Health Event in question, but 
not the personal identifi ers of the person to whom it relates. 
This second part is also encrypted prior to dispatch, this time 
using the public key of the target Disease Register for this 
particular Notifi able Health Event. This renders the informa-
tion unreadable by any party other than the target Disease 
Register.

Upon receipt of the Health Event Notifi cation message, the 
Identifi er Translation Agency “unpacks” the two parts and 
tags each with the same arbitrary, unique random number (a 
“nonce”) for tracking purposes. The fi rst part of the message, 
which contains the encrypted personal identifi ers, is forwarded 
to the Population Register in the form of a request to “look 
up” the Population Register ID for that person. The purpose 
of interposing the Identifi er Translation Agency between the 
Health Care Provider and the Population Register is to prevent 
the Population Register from discovering the source of the 
Health Event Notifi cation message and thereby being able to 
infer information about the Notifi able Health Event which 
triggered it. The Identifi er Translation Agency also temporar-
ily stores the second part of the Health Event Notifi cation 
message, which contains the encrypted medical details of the 
Notifi able Health Event in question.

Upon receipt of a look-up request message, the Population 
Register decrypts (using its private key) the personal identify-
ing information which the message contains and attempts to 
match this information against its database of persons. Proba-
bilistic record linkage or other “fuzzy”, error-tolerant matching 
techniques would be used for this look-up operation, possibly 
assisted by human intervention where required. If a match 
can be made, then the previously assigned Population Register 
unique identifi er (Population Register ID) for that person is 
retrieved, otherwise that set of identifying information is added 
to the database as a previously unencountered person to whom 
a new Population Register ID is assigned.

The Population Register ID which has been retrieved or 
assigned is encrypted using the public key of the Identifi er 
Translation Agency and returned to it in the form of a response 
message.

The Identifi er Translation Agency maintains a database which 
translates each Population Register ID to a series of unique 
alternative ID numbers which are specifi c to each combination 
of a person and a Disease Register. The Identifi er Translation 
Agency decrypts (using its private key) the response message 
which it has received from the Population Register and extracts 
the Population Register ID contained in it, together with the 
nonce which identifi es the message. The Identifi er Translation 
Agency then uses the nonce to retrieve the temporarily stored 
second part of the Health Event Notifi cation message which it 
received previously from the Health Service Provider. From this 
it determines to which Disease Register the information should 
be sent. It then uses the Population Register ID to retrieve from 
its translation table the corresponding person/Disease Register-
specifi c ID, or if one does not exist, it assigns one.

The person/Disease Register-specifi c ID is encrypted using the 
public key of the target Disease Register and packaged with the 
retrieved medical details of the Notifi able Health Event (which 
are still encrypted with the private key of the target Disease 
Register). This package is sent as a message to the target Disease 
Register.

The target Disease Register decrypts both parts of the message 
using its private key and updates its database with the medical 
details of the person identifi ed by the Population Register ID, 
without needing to know who that person is.

In practice, each element of the system would acknowledge the 
receipt of messages and periodically resend unacknowledged 
messages in order to guarantee delivery. These “handshaking” 
messages are not shown in Figure 1 in the interests of clarity. 
Normal Internet (SMTP) e-mail could be safely used to convey 
the messages between parties because of the end-to-end use of 
high-level encryption. Disease registers are rarely required to 
operate in “real time” or “near real time”, so delays in transmis-
sion and processing of messages are unlikely to be a problem.

Discussion

The PKISS system differs from previously described systems 
in a number of ways. Firstly, all directly identifying informa-
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tion is split from the medical details at the earliest opportunity 
– that is, at the source of the notifi cation. Secondly, public 
key encryption is used throughout the system to ensure that 
the identifying information remains effectively split from the 
medical details. Thirdly, a single Population Register is shared 
by multiple Disease Registers. Fourthly, a trusted third party, 
the Identifi er Translation Agency, is used as a proxy to obfuscate 
the source of information fl owing into the Population Register 
and to limit the scope and use of the unique ID assigned by the 
Population Register. Fifthly, the trusted third party does not 
have access to any privileged information – it acts solely as a 
conduit for encrypted messages which it cannot itself decrypt, 
and as a translator of sets of arbitrary ID numbers which have 
no meaning other than to the Population Register and to par-
ticular Disease Registers. In this way the hazards of a unique 
identifying number which must be widely shared throughout 
the health system are avoided [13].

However, the most important feature of the PKISS system is 
that the improvement in the protection of privacy and mainte-
nance of confi dentiality stems from its underlying architecture, 
rather than from the need for perpetual and unfailing observ-
ance of administrative and procedural safeguards by the staff 
of disease registers. Although disease registers have an excellent 
track record on security and the maintenance of confi dentiality, 
it must be recognised that as they and other electronic health 
data collections become more numerous and access extended 
to more people, there is an increased likelihood of accidental or 
deliberate breaches of confi dentiality, possibly on a large scale. 
The architectural protection provided by PKISS fl ows from the 
fact that at no stage are personal identifi ers such as name stored 
by the same organisation or in the same database as (poten-
tially very sensitive) medical or other health details.

When assessing any health information system it is important 
to consider not only the risk of security breaches but also the 
hazard associated with them. Perhaps the worst case scenario 
for a disease register, and therefore the maximum hazard, would 
be the misappropriation of its entire database and complete 
publication of the information it contains on the Internet. 
Although such a scenario is unlikely, it is nevertheless possible 
and must therefore be contemplated.

In the case of a conventional disease register which holds fully 
identifi ed information, such an event could be devastating for 
individuals whose details were recorded on the disease register, 
and would almost certainly curtail further operation of the 
register (and others like it) for a considerable time due to public 
outrage .

For the PKISS system, such an event would still be serious, 
but not necessarily disastrous. If the Population Register were 
compromised, then at worst a list of names, dates of birth 
and other demographic details of selected members of the 
population would be discovered, but nothing more sensitive. 
The publication of the unique identifi cation number assigned 
by the Population Register in conjunction with names and 
other identifying information would not compromise the entire 
system because the number is used only by a trusted third party, 
the Identifi er Translation Agency, which also does not hold 

any medical or health information. Similarly publication of 
the identifi cation number translation tables held by the Identi-
fi er Translation Agency would also have only a limited impact 
since the information has meaning only to Disease Registers 
and the Population Register, which are unlikely to be compro-
mised at the same time.

However, in the PKISS system, a breach in the security 
of a Disease Register could still have serious consequences. 
Although the information held by each Disease Register is “de-
identifi ed” in the sense that names, dates of birth and addresses 
are not available or stored, it is not necessarily anonymous. In 
the presence of additional health and demographic informa-
tion about individuals, such as that which might be available 
to a private health insurer, it may be possible to re-identify the 
“de-identifi ed” information held by a Disease Register with a 
reasonable degree of certainty. It is therefore important that 
Disease Registers are supplied with only as much medical and 
other health information as they need to fulfi l their core func-
tions. It is also clear that the system described here would not 
obviate the need for careful attention to security by Disease 
Registers, although it would substantially mitigate the impact 
of a security failure compared the same failure in a Disease 
Register which used conventional methods of operation.

The PKISS system is applicable not only to registers for 
chronic diseases such as cancer, renal failure or diabetes reg-
isters but also to many other data collections which operate 
on the same or a similar basis. Examples include communica-
ble disease surveillance systems, longitudinal health and social 
surveys and even tissue banks used for genetic epidemiology, 
such as the Icelandic Health Sector Database [14] [15] or the 
proposed UK Population Biomedical Collection [16].

The PKISS system also permits information from different 
Disease Registers to be linked at the level of individuals without 
the need for any of the Registers to obtain identifying informa-
tion such as names or dates of birth – the Identifi er Translation 
Agency need only provide the corresponding Person/Disease 
Register-specifi c IDs to an independent organisation, such as a 
research institution. Each of the Disease Registers would then 
provide the relevant de-identifi ed disease information. If the 
statutory authority which registers deaths were to participate 
in a PKISS system, this mechanism could be used to routinely 
provide survival information to a number of Disease Regis-
ters.

Given that the PKISS system potentially facilitates the com-
bination the data collected by different Disease Registers, the 
issue of legal protection and governance must be carefully con-
sidered. Ideally, the Identifi er Translation Agency would be 
established under legislative arrangements which provide it 
with independence from other agencies such as government 
departments and with protection from legal processes (such 
as subpoena). Additionally the Identifi er Translation Agency 
should be governed by a set of rules which require appropriate 
ethical review of all proposals which involve the linkage of 
information held by individual Disease Registers. It would 
be desirable if similar legislative protection and governance 
arrangements were also available for the Population Register 
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and for each Disease Register, but this is not essential. Indeed, 
the PKISS system could even be implemented entirely within 
an organisation provided that adequate administrative and 
physical independence of the various elements of the system 
could be established and maintained.

There do not appear to be any major technical impediments 
to the implementation of the PKISS system. Public key cryp-
tography and its associated infrastructure is now common-
place, as are frameworks such as HL7 [17] or CorbaMED 
[18] for the communication of standardised, structured health 
information. The functionality of the Population Register 
is available in a number of off-the-shelve software products 
which conform to the CORBAmed Person Identifi cation 
Service specifi cation [19].

Weaknesses of the PKISS system include its apparent com-
plexity and the need for all participating parties to adopt and 
adhere to information standards and protocols. Despite the 
apparent complexity, it should be possible to promote the 
system to sponsors and to the general public in quite simple 
terms: names, addresses and other identifying information are 
split off from medical details at source and are separately trans-
mitted and stored at all stages thereafter. Incorporation of the 
required data processing standards and protocols should not 
present diffi culties for new information systems or existing 
systems undergoing major revision, but may be problematic 
for “legacy” systems.

Despite these potential barriers, those responsible for imple-
menting disease registers and related information systems need 
to actively consider the potential afforded by the modern, net-
worked computing environment for intrinsically more secure 
ways of assembling and storing health information at the pop-
ulation level.

An expanded version of this paper is now available at 
http://www.biomedcentral.com/1471-2288/3/1/.
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